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Access Certificatid s ofiomr Flertrronic Services

Getting prepared

What do | need to have on hand
in order to complete the certificate process?

Print these instruction

for easy reference. _ . . . o i, .

- [ lir }syetty} jsv }syv givmAgexiwd }sy qywx geoi xIi viuyiwx jysq xli weqi gsql
(Note: this is a good tyxiv xlex }sy {m Fi ywirk xs vixmizi x1'i givaAgexi srgi n mw mwy i hi
test to see that you are

able to print from your You will need to have a FIPS 140-1/2 Level 1 cryptographic compliant web browser

machine. You will need (exp: Netscape Navigator and internet Explorer).

to be able to print the

request forms after the Tvszihi x{s jsvqw sj thsxs IhiraAgexisr? Sri sj {higl qywx Fi e zeph0 gywi rx)

on-line registration is sjAgrep kszivrgirx IH wygl ew e tewwtsvd hviziviw pgi rwi sv kszivrqirx mwyih

submitted.) tlsxs thirxx} gevh sv fehki2 X1i wigsrh tlsxs IIH ger i er sjAgiep gsgter} svirl
wxixyxisrep) mwy ih thsxs thira} gevh sv fehki ,SVG hsiw rsx eggitx tlsxs IHw jvsq
Vixen Fywriwwiw) wygl ew Gswxgsl) Weqiw Gpy 0 ixg2-:

Triewi tvszihi Tvssj sj Svkeri~exisrep EjAnexisr jsv Fywiriww erh Kszivrqirx
Givxw.

If you are using a company/organization issued ID, as one of your two forms of
Identification, then this will also work as your Proof of Organizational Affiliation.

If you are not submitting a copy of a company issued photo ID, then you will need

to submit a letter on company letterhead, signed by a Duly Authorized Company
Representative, stating that you are an employee of that organization. (A sample let-
ter is provided at http://aces.orc.com/instructions.htmi).

Hixivaeri x1i Jsvg sj Te}qirx, Tyvglewi Svhiv,TS-0 Gligol Gvihnx Gevh ,QG0 ZIWED
EQI\-

Check the web site http.//aces.orc.com/choose.html for certificate price informa-
tion. For Government or bulk pricing please contact acespricing@orc.com or call
1-800-816-5548 or 703-246-8536. If your company has a pricing agreement with
ORC, make sure to include the appropriate price and funding document on the
printed request forms.

If paying by credit card, provide the information on the printed request forms. If
paying by PO, you will need to have the PO number before sending in your request.
Once the PO is placed with ORC, continue with the registration process. Please
submit Purchase Orders to:

Stivexisrep Viwievgl Gsrwyperiwi lirg:
55694 [etpiw Qmp Vseh

Wsyxl Xs{ 1) Wymnxi 654

Jenje|0 ZE 66474

Exxr> Hirwi Jirrerai

:47168:1<974

XIi irjsvgexsr werwgmxih ir xkw hsgyqirow jsvxli i [grywzi ywi sjxbi tiwsr sv inogd xs {higl xw ehhviwwih erh ge} gsrxer pikey} tvizrikih svgsrAhirve)risvgexsr? lj }sy evi rsxxliirxirhih vigiirx
sj xlw hsgyqirx }sy evi tuslifixih jysq viehirk0 tvirark0 hytugexark0d hwwi girexirk sv sxlivgmwi ywirk sv egxirk ir vipergi ytsr xbw irjsvgexisr? Ij }sy lezi viginzih xlw rrjsvgexsr ir iwsw triewi rsxij} xli
wirhivex Stivexsre) Viwievgl Gsrwyxerw Irg2 iqqihrexig hipixi xlw irjsvgexsr jusq }syv gsqtyxiv erh hiwws} ep gstiiw sj xli irjsvgexsr:



Access Certifjtadtib.z

Please Note:

ORC also recom-
mends, that if you
know of a network,
operating system, or
computer change that
will take place from the
time you electronically
SUBMIT your request
(creating your private
key on the computer
you are using), to
when you receive the
e-mail please see Cre-
ating an Operational
Copy of your Private
Key Instructions at
Insert link for to use
during the request
process. For further
assistance please
contact the help desk
at 1-800-816-5548
or 703-246-8536 or
pkihelp@orc.com

Getting started

Pskirxs xli gsgtyxiv xlex }sy {m ywi xs ipigxsrigep} viuyiwx erh vixvizi }syv
hikmxep givaAgexiw2 ViqigTiv }sy gqywx ywi e JITW 5841536 Pizip 5 gv}txskvetlng
gsqtmerx {if fvs{wiv

Ksxs xli SVG EGIW {if wxi ex Ixt33EGIW2svglgsq

Xs Fikir xhi givwAgexi tvsgiwwd toiewi wipigx ixbivxli 6Kix GivewAgexi+ Kviir Evl
vsz srxli Isqi tekil sv 6Svhiv }syv GivsiAgexi+ Fyxsr srxlipijx gqiry fev

A browser check will be performed without any intervention. If you do not have the
correct browser, you will be diverted to a download browser page in which you
can download the latest browsers in order to complete the request and use your
certificate. If you have the correct browser you will be taken to either the “online
Application” process page or to the “Trust the Root” page.

Vieh xlirjsvgexisr hiwgwfirk x1i 6Srpri Ettpgexsr+ tvsgiww erh gpgo Kviir
Ri|x Ews{.

Vieh xli rjsvgexisr hiwgvrfirk slihirm} ZiviAgexisr+erh gmgo Kviir Ri |x Ews{2

Vieh xlirjsvgexsr hiwgvfirk xi 6Wigyvi Srpri GivsAgexi Hipziv}+ tvsgiww erh
amao Kviir Ri|x Ews{.

XIi irjsvgexsr werwgmxih ir xkw hsgyqirow jsvxli i [grywzi ywi sjxbi tiwsr sv inogd xs {higl xw ehhviwwih erh ge} gsrxer pikey} tvizrikih svgsrAhirve)risvgexsr? lj }sy evi rsxxliirxirhih vigiirx
sj xlw hsgyqirx }sy evi tuslifixih jysq viehirk0 tvirark0 hytugexark0d hwwi girexirk sv sxlivgmwi ywirk sv egxirk ir vipergi ytsr xbw irjsvgexisr? Ij }sy lezi viginzih xlw rrjsvgexsr ir iwsw triewi rsxij} xli
wirhivex Stivexsre) Viwievgl Gsrwyxerw Irg2 iqqihrexig hipixi xlw irjsvgexsr jusq }syv gsqtyxiv erh hiwws} ep gstiiw sj xli irjsvgexsr:

Services



Access Certificatid s ofiomr Flertrronic Services

Please Note:

Be sure to print the
instructions on the
“Begin the Registra-
tion Process” page for
easy reference.

Trust the CcAs

Trust the Certificate Authorities

[lir }sy gsqi xs xhi 6Xvywx GivwAgexi Eyxlsvix}+ tekil tpiewi Fi wyvi xs wipigx xli
oXvwvwx x11 GE+

Srxhi 6Xvywx xIi SVG EGIW Vssx GivkAgexi EyxIsvx}+ {irhs{0vieh erh twirx xIi
IFWXVVOXIS W

Wipiax x0i 6Gmao Livi+ Kviir Fvxxsr rilxxs Wxit 52 Xvywx x1i SVG EGIW Vssx
GivxiAgexi Eyxlsvix}.
lj e BWigyvix} Epivx+ tstw yt erh ewow }sy 1j }sy {erxxs gsrxryil gmgo Jiw.
In the “File Download” window, click Open

Under the “General” tab, in the “Certificate Information” window, click
Install Certificate

In the “Certificate Import Wizard” window, click Next
In the “Certificate Store” window, click Next
Click Finish

ij e oWigyvi} [evrirks {irhs{ tstw ytd gmgo Jiw.
In the “The Import was successful” pop up, click OK
In the “Certificate Information” window, click OK

Ij e 6Jnpi Hs{rseh+ {irhs{ tstw yt) gngo Wezi.
Save the “ACES_root” file to your desktop
Open the file from your desktop

Under the “General” tab, in the “Certificate Information” window, click
Install Certificate

In the “Certificate Import Wizard” window, click Next
In the “Certificate Store” window, click Next
Click Finish

Srgi }sy lezi xwywxih x1i GE0wipigx xhi 6Gpgo Livi+ Kviir Fyxsr rilxxs Wxit 62
Stxenr }syv GivxiAgexi.

XIi irjsvgexsr werwgmxih ir xkw hsgyqirow jsvxli i [grywzi ywi sjxbi tiwsr sv inog xs gl xw ehhviwwih erh ge} gsrxeir pikey} tvizrikih svgsrAhirve) risvgexsr? lj }sy evi rsxxliirxirhih vigiirx
sj xlw hsgyqirx }sy evi tuslifixih jysq viehirkd tvirark0 hytugexrk0d hwwi girexirk sv sxlivgmi ywirk sv egxirk ir vipergi ytsr xbw irjsvgexisr? Ij }sy lezi viginzih xlw rrjsvgexsr ir iwsw triewi rsxij} xli
wirhivex Stivexsre) Viwievgl Gsrwyxerw Irg2 iqqihrexig} hipixi xlw irjsvgexsr jusq }syv gsqtyxiv erh hiwws} ey gstiiw sj xli irjsvgexsr:



Access Certificagtie s fiosr Flertrronic Services

VPN IPsec
component Ccertificate Request

Apply for your VPN IPsec Component Certificate

Read the Notes Ir x1i 6Wipigx e GivwAgexi= {rrhs{0 gngo xli x}ti sj giveAgexi viuywih ,Fywir iww
posted at the top Vitviwirxexzi svKszivrairx 1 Jihiver-

of the “Select a

Certificate” page. [lirx1i 6GivwAgexi+ {irhs{ tstw yt) gngo x1i 6ZTR IITwig Gsqtsrirx

Note : The request GivanAoexi+2

generation must be

performed using Srxli 0ZTR ITwig Gsqtsrirx GivmAgexi WyfwgwFiv Ekviiqirx ,Sfykexsrw-+

your servers built-in Lrhs{0 }sy {m Fi viuywih xs vieh xli ZTR ITwig Gsqtsrirx GivaAgexi WyFfwgwrFiv
functionality. Instruc- Ekviiqirx,Sfpkexnsrw- erh ekvii xs gsqtp} {ml xliwi sfykewsrw Fijsvi gsraryirk
tions are provided sr {ml xIi givwAgexi viuyiwx tvsgiww? Srgi }sy lezi vieh erh ekviih {xl xli ZTR
for IIS webservers at Mwig Gsqtsrirx GivwAgexi WyTfwgwfiv Ekviiqirx ,STrkexsrw-0 gmgo xIi 6 Ekvii+
http://aces.orc.com/ Vih Fyxxsr.

instructions.html. If you

have a different type of Rsxi> Isy qywx hiwkirexi x1i jsps{irk irjsvgeusr fewih srxli x}ti sj givagexi
server please refer to Isy {m Fi viuyiwark? Iirjsvgexsr xlexw hitirhirx sr }syvgsqgtsrirxm irl

your vendor supplied grswih ir @B wikrw2 Wxexig nrjsvgexisr w irgiswih ir uysxiw;

documentation (e.g.

VPN client). Netscape ZTRIITwig Gsqtsrirx GiviAgexi

webserver instructions Gsaasr Reai> @Lswx YVP T Ehhviww | Lswx ReqiB

coming soon. Svkerm~exisrep Yrme @HitevxqirdEKirg}B

Svkerm-exisr> @Svkerr~exsrB
Gsynrxwp 6YW=

Jmp or epp sxhiv Aiphw sr xInw teki:

Gmao nr x0i xilx evie iefFioih 6TOGW "54 Viuyiwx+ erh irxiv }syv TOGW "54
viuyiwx nrxs xlw evie:

Irxivxli Lswx Reai erhxli Gsqter} Hitewxqirx Reqi sj }syvwivziv

Ywi xhi hvstlhs{r fs| ri|xxs xli evie pefipih Wxexi xs winiax x11 wxexi
L1ivi }syv fywiriww w psgexih:

Irxiv }syv Gsqter} Reqi.

Ywi xhi hvstlhs{r fs| ri|xxsxli evie jefipih Gsyrxv} xs wipigx xli gsyrx}
L1ivi }syv fywiriww w psgexih:

Gsrxegxlirjsvgexsr> Trxiv }syv jyml pikep reqi? Isyv reqi QYWX gexgl }syv
kszivrgirxmwyih tlsxs thirxAgexisr Nj }syv hviziviw pgirwi viehw éNeqiw P2
Waml+ erh }syv gsqter} IH fehki viehw 6Nig Wm0 i rxiv Neqiw P2 Wanxl+-Z

XIi irjsvgexsr werwgmxih ir xkw hsgyqirow jsvxli i [grywzi ywi sjxbi tiwsr sv inogd xs {higl xw ehhviwwih erh ge} gsrxer pikey} tvizrikih svgsrAhirve)risvgexsr? lj }sy evi rsxxliirxirhih vigiirx
sj xlw hsgyqirx }sy evi tuslifixih jysq viehirk0 tvirark0 hytugexark0d hwwi girexirk sv sxlivgmwi ywirk sv egxirk ir vipergi ytsr xbw irjsvgexisr? Ij }sy lezi viginzih xlw rrjsvgexsr ir iwsw triewi rsxij} xli
wirhivex Stivexsre) Viwievgl Gsrwyxerw Irg2 iqqihrexig hipixi xlw irjsvgexsr jusq }syv gsqtyxiv erh hiwws} ep gstiiw sj xli irjsvgexsr:
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VPN IPsec
component Ccertificate Request

Apply for your VPN IPsec Component Certificate cont’d

Read the Notes Irxiv }syv Fvwiriww ilaem enhviww ,@}syD}syvFywiriwwgsqB- erh fvwiriww
posted at the top of tisri rygfivex {ligl }sy ger Fi gsrxegxih vikevhirk x1i viuyiwx:

the “Select a Certifi-

cate” page. I lir }sy gngo WYFOIX) ysyv TVIZEXT O17 ,e Api- wwirx xs }syv gsgtyxivw levh
Note : The request hwzi? SVG vigsgqirhw xlexnj }sy ors{ sj e rix{svol stivexirk w}wxiqgl svgsql
generation must be tyxiv glerki xlex {m xeoi tpegi jvsq xli xiqi }sy ipigwsrigep}r WYFQIX }syvvil
performed using uyiwx xs {bir }syviginzi xli ilgemn rsxjprk }sy xs vixvizi }syv tyfig oi Y tpiewi
your server's built-in wrn Gviexirk er Stivexisrep Gst} sj Jsyv Tvizexi O} irwxvwoxisrw ex

functionality. Instruc- Ix33egiwlsvglgsqarwxvygxisrw xs ywi hyvirk x1i viuy iwx tvsgiww:

tions are provided Note: If you see an error message, your certificate request was not submitted correctly and cannot be pro-
for IS webservers at cess. Write down the error message and contact the PKI Help Desk at pkhelp@orc.com or 1-800-816-5548.
http.//aces.orc.com/

instructions.html. If you lj ¥sy evi ywirk Irxivrix 1] tsviv triewi vieh jsps{ xli mrwxvygasrw Fips{0 Fiisvi
have a different type of 1sy gmgo oWy Foym.

server please refer to

Vel e St Jsy {mwii e tst yt {orhs{ xopih 6Tsxinue) Wgwrtxrk Zispexsr= xlex ewow 6Hs
CIECUTEERDN (20 Ysy {erxxs viuyiwx e givaAgexi rs{C+ Gpgo Jiw

VPN client). Netscape

webserver instructions Ir x1i 6Gviexirk e ri{ VWE I|glerki Oi}<0 gngo Wix Wigyw} Pizip

coming soon.
Wix xs 6Link 12 Gmao R1i |x

Srxli rilxwaviir

Enter your Name in the “Password for” field
Note: If you are using Windows XR, the “Password for” field will read CRYPTO automatically.

Then enter your password in both the “Password” and “Confirm” fields

Note: Selecting one password to use each time you are asked for a password will ensure

the smoothest process possible. ORC suggests your passwords be compliant with FIPS 112.
All passwords are case sensitive and it is suggested that they be a least 8 characters long, and
include letters, numbers and characters. If you forget you password, there is no way to recover
it and you will need to purchase a new certificate.

XLir amao Jnrmwl

XLir amoo SO

XIi irjsvgexsr werwgmxih ir xkw hsgyqirow jsvxli i [grywzi ywi sjxbi tiwsr sv inogd xs {higl xw ehhviwwih erh ge} gsrxer pikey} tvizrikih svgsrAhirve)risvgexsr? lj }sy evi rsxxliirxirhih vigiirx
sj xlw hsgyqirx }sy evi tuslifixih jysq viehirk0 tvirark0 hytugexark0d hwwi girexirk sv sxlivgmwi ywirk sv egxirk ir vipergi ytsr xbw irjsvgexisr? Ij }sy lezi viginzih xlw rrjsvgexsr ir iwsw triewi rsxij} xli
wirhivex Stivexsre) Viwievgl Gsrwyxerw Irg2 iqqihrexig hipixi xlw irjsvgexsr jusq }syv gsqtyxiv erh hiwws} ep gstiiw sj xli irjsvgexsr:



Note : If you see an
error message, your
certificate request
was not submitted
correctly and can-
not be processed.
Write down the error
message and contact
the PKI Help Desk at
pkihelp@orc.com or
1-800-816-5548.

ccess Certifjicatis. - FEZE ' Services

VPN IPsec
component Ccertificate Request

Apply for your VPN IPsec Component Certificate cont’d

Isy wisyph rs{ wii }syv 6Viuyiwx jsv SVG EGIW ZTR ITwig Gsqtsrirx GiviAgexi+
isva? Isv avwx TVIRX syx xIi irwi jsvq ,wlsyph Fi 8 tekiw-2 sy {mwii e 6Jnrwl
Piri=exxhi irh sixli isva:

Note: Hs rsx i |ix xIw {nrhs{ yrm }sy lezi ziviAih xlex xI'i jsvg lew twirxih tvstiw}. If you cannot

print the form, you cannot continue and you will have to start the process over. (Please call the help desk at
1-800-816-5548 or 703-246-8536, if this occur before closing down the screens.

Ejxiv }sy lezi stxemrih e wyggiwwjyp twirxlsyxi }sy ge} gngo Gsrxarvi ex xhi Fsxl
xsq sj xIi jsvg0 {Ingl {m xeoi }sy Fego xs 8Wipigx e GivsiAgexi+ {irhs{ xs etty} jsv
asvi SVG EGIW GiviAaexiw:

Ij ¥sy evi rsxviuyiwark ersxliv giviAgexil }sy ge} rs{ i|xxli SVG {if wixil sv
fvsLwi isvivilivirisvaexsr:

XIi irjsvgexsr werwgmxih ir xkw hsgyqirow jsvxli i [grywzi ywi sjxbi tiwsr sv inog xs gl xw ehhviwwih erh ge} gsrxeir pikey} tvizrikih svgsrAhirve) risvgexsr? lj }sy evi rsxxliirxirhih vigiirx
sj xlw hsgyqirx }sy evi tuslifixih jysq viehirkd tvirark0 hytugexrk0d hwwi girexirk sv sxlivgmi ywirk sv egxirk ir vipergi ytsr xbw irjsvgexisr? Ij }sy lezi viginzih xlw rrjsvgexsr ir iwsw triewi rsxij} xli
wirhivex Stivexsre) Viwievgl Gsrwyxerw Irg2 iqqihrexig} hipixi xlw irjsvgexsr jusq }syv gsqtyxiv erh hiwws} ey gstiiw sj xli irjsvgexsr:
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Once you have
completed your on-
line registration and
printed your Certifi-
cate Request Forms,
you will need to make
sure that you properly
complete the forms
before taking them to
a Norary Public, and
ORC Registration Au-
thority (RA), or a Local
Registration Authority
(LRA).

Note: Hs rsx wikr the
printed request forms

until in the presence of
a Notary, RA or LRA.

Printed Ccertificate Request Form

What you will need
to fill out the Printed Request Form

Tvszihi x{s jsvqw sj tisxs lhirmAgexsr.

Sri sjL{Igl qywx i e zephl gywirx) sjAgiep kszivrqirx iH wygl ew e tewwtsvxl
hviziviw pgirwi0 sv kszivrgirxmwyih tlsxs thiru} gevh sv fehkic:

XIi wigsrh thsxs iH ger Fi er sjAgier gsqter} svarwxxyxisrel mwyih thsxs
hina} gevh sv fehki2 llj }sy ywi }syv gsqter} mwyih tlsxs fehki ew sri sj
xIi jsvw sj IHO xEir xlex {mp epws jypAp xI i tvssj sv gsqter} ejAnexisr? ,SVG
hsiw rsx eggitx thsxs IHw jvsq Vixen Fywrriwwiw) wygl ew Gswxgs(

Weqiw GpyF0 ixg2-:

Qeoi gstniw sj Fsxl xI1i jvsrxerh Fego sj x1i 6 tlsxs IHw erhargpyhi xliq
{lir }sy wyfqgm }syv twirxih jsvgw.

Hsrix jsvkix xs tvszihi tvssj sj svkeri~exisrep ,gsqter}- ejAmexisr.

Isy aywx wyfqgm e pixxiv sr gsqter} pixxivlieh irhigexirk }syv wxexyw ew er iql
tistii erh wkrih T} e hyp} eyxIsvi~ih gsqter} vitviwirxexizi? E weqtpi pixl
xiv ge} i hs{rsehih ex hxt3egiwlsvglgsqdrwxvygxsrw2lxgp yrhiv 6Kirive)
IrwxvvoxIs rw+z

HS RSXWIKR XL 1T VIUYIWX JSVQ ] 1X2 X1 jsvg qywx Fi wikrihr xIi tviwirgi
sj e Rsxev} Tyfmgl VE sv PVE2 Gsqtpixi ep xhi Aiphwl i |gitx 6Viuyiwxsv Wikrexyvi+
Aiph0 sr tekiw 5 erh 8 sj xli 6Viuyiwx jsv SVG EGIW ZTR ITwig Gsqtsrirx GivmAl
gexi+ jsvq ew jsps{w sr xbi ri|x teki:

XIi irjsvgexsr werwgmxih ir xkw hsgyqirow jsvxli i [grywzi ywi sjxbi tiwsr sv inogd xs {higl xw ehhviwwih erh ge} gsrxer pikey} tvizrikih svgsrAhirve)risvgexsr? lj }sy evi rsxxliirxirhih vigiirx
sj xlw hsgyqirx }sy evi tuslifixih jysq viehirk0 tvirark0 hytugexark0d hwwi girexirk sv sxlivgmwi ywirk sv egxirk ir vipergi ytsr xbw irjsvgexisr? Ij }sy lezi viginzih xlw rrjsvgexsr ir iwsw triewi rsxij} xli
wirhivex Stivexsre) Viwievgl Gsrwyxerw Irg2 iqqihrexig hipixi xlw irjsvgexsr jusq }syv gsqtyxiv erh hiwws} ep gstiiw sj xli irjsvgexsr:
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Printed Ccertificate Request Form

Filling out the Printed Request Form

Once you have — Jvwx Teki>

completed your on-

line registration and Vieh xIi irwwvygusrw erh rsxi xli ehhviww {1ivi }sy {mpriihxs

printed your Certifi- wirh }syv suikirep hsgyqirw eh gstiiw sj 6 tlsxs lIHw

cate Request Forms,

you will need to make — Wigsrh Teki>

sure that you properly

complete the forms Vieh xIi Wyfwgvifiv GivaAgexi Ekviiqirx ,Stpkexisrw-2 XTiwi evi x1i

before taking them to
a Notary Public, and
ORC Registration Au-
thority (RA), or a Local
Registration Authority

weq i stpkexisrw }sy we{ nr xhi ipigxwsrig vikmxvexisr tvsgiww? F} wikrirk
xIiwi jsvw }sy evi ekenr ekviinrk xs gsqtp} {xl xliwi sfpkexisrw:

Viuyiwxsv Req > dpr }sy jympikep reqi ,Pewx) Inwxd QI-Z

(LRA). Complete last name, full first name and your middle initial.

Note: Hs rsxwakr ihe Viuyiwxsv Wikrexyvi erh Hexi> Piezi xliwi fiero yrm }sy evi ir jysrx sj e
printed request forms Rsxev} Tyfng) VE sv PVE!

until in the presence of

a Notary, RA or LRA. Svkerm~exisr> Irxiv 6]syv Gsqter}w Reqii+i

05- Tlsxs IH X}ti= Irxivxhi Awx x}ti sj thsxsiH }sy evi wyFfgmark i | ©
@WxexiB Hwiziviw Prgirwi=0 6YW Tewwtsvx-) ixgl-i

5- TIsxsiH "= Irxivxhi IH rygfivjsvxhi IH x}ti }sy evi wyfgmark? ,i | ©
Jsv e hwiziviw pgirwi0 irxiv }syv hvizivwiw pgirwi ryqfiv-

6- Tlsxs IH X}ti= Irxivxli x}ti sj thsxsH }sy evi wyfgmxrk? ,i | © Lrxiv
00Gsqter} reqiB iqtstii fehki+2,SVG hsiw rsx eggitx tisxs IHw jvsq
Vixen Fywrriwwiw) wygl ew Gswxgs) Weqiw Gpy 0 ixg2-:

6- TIsxsliH "= Irxivxhi IH ryqgfiv jsvxli IH x}ti }sy evi wyFgmark? ,i | ©
Irxiv }syv iqts}ii fehki rygfiv-

® Xlhwh Teki»

Hixivanri x1'i Jsvq sj Te}qirx SVG eggitw ZIWE) QewxivGevh) Eqiviger
1] tviwwd Tyvglewi Svhivw sv Gligow ,te}efpi xs SVGI lirg?-

Gvihmx Gevh Twvalewiw

Circle the card type you are using

Complete the Card Holder Name, Card Number, Expiration Date and
Billing Address

XIi irjsvgexsr werwgmxih ir xkw hsgyqirow jsvxli i [grywzi ywi sjxbi tiwsr sv inogd xs {higl xw ehhviwwih erh ge} gsrxer pikey} tvizrikih svgsrAhirve)risvgexsr? lj }sy evi rsxxliirxirhih vigiirx
sj xlw hsgyqirx }sy evi tuslifixih jysq viehirk0 tvirark0 hytugexark0d hwwi girexirk sv sxlivgmwi ywirk sv egxirk ir vipergi ytsr xbw irjsvgexisr? Ij }sy lezi viginzih xlw rrjsvgexsr ir iwsw triewi rsxij} xli
wirhivex Stivexsre) Viwievgl Gsrwyxerw Irg2 iqqihrexig hipixi xlw irjsvgexsr jusq }syv gsqtyxiv erh hiwws} ep gstiiw sj xli irjsvgexsr:



Access Certifjicatifsafom JFlierfronic Services

Printed Ccertificate Request Form

Filling out the Printed Request Form cont’'d

Once you have ® XIwh Teki>

completed your on-

line registration and Tyvglewi Svhiw ,TS-
printed your Certifi-

cate Request Forms, \
you W,-”% eced to make Purchase Order Number: Enter Company PO number, or ORC Invoice num-

sure that you properly ber. Include your company name before the PO number.

complete t"he forms Purchase Orders need to be in place with ORC before you complete the
before taking them to certificate process. Some POs have invoices against them that you will

a Notary Public, and . . \
oo T T need to reference. See your company representative for this information.

thority (RA), or a Local )

Registration Authority Gliaow

(LRA). N '
In the “Purchase Order Number” block fill in reference that you are paying

Note: Hs rsxwikr the by check and submit the check along with your completed forms.

printed request forms
until in the presence of

— Jsyxl Teki>
a Notary, RA or LRA. y

Viuyiwxsv Reqi> Jmir }sy jympikep reqi 1 jym Awx req il grhhpi nrmxep erh
gsqtpixi jewx reqi:

Viuyiwxsv Wikrexyvi erh Hexi> Piezi xliwi fiero yrm }sy evi ir jysrx sj e
Rsxev} Tyfmgl VE sv PVE!

Rsxev}3VE3PVE Req il Rsxev}3VE3PVE Wikrexyvi) erh Hexi avwx i asal
tixih } e Rsxev} Tyfmgl er SVG VE sv er eyxlsvi~ih PVE2 X1i Hexi si
Gsaamnsr gqywx Fi gsqtpixih T} xli Rsxevi erh xIi sl xs xhi oiixmw isv
xIi Rsxev} wiep

The Notary, RA and LRA are witnessing your signature. In addition, the RA
and LRA are required to make sure that everything you have filled out is ac-
curate and check to make sure that you are an employee of your company.

XIi irjsvgexsr werwgmxih ir xkw hsgyqirow jsvxli i [grywzi ywi sjxbi tiwsr sv inog xs gl xw ehhviwwih erh ge} gsrxeir pikey} tvizrikih svgsrAhirve) risvgexsr? lj }sy evi rsxxliirxirhih vigiirx
sj xlw hsgyqirx }sy evi tuslifixih jysq viehirkd tvirark0 hytugexrk0d hwwi girexirk sv sxlivgmi ywirk sv egxirk ir vipergi ytsr xbw irjsvgexisr? Ij }sy lezi viginzih xlw rrjsvgexsr ir iwsw triewi rsxij} xli
wirhivex Stivexsre) Viwievgl Gsrwyxerw Irg2 iqqihrexig} hipixi xlw irjsvgexsr jusq }syv gsqtyxiv erh hiwws} ey gstiiw sj xli irjsvgexsr:



10

Access Certifjijtatibsecingt JFoperronic Services

Identity verification

Tpiewl tviwirxxhi jsps{nrk xs e Rsxev} Tyfmg jsv rsxevi~exisri er SVG Vikmwl
xvexisr Eyxlsvix} ,VE- sv xs e Psgep Vikmxvexisr EyxIsvix} ,PVE- jsv ettvszep

Yrwkrih GivaAgexi Viuyiwx Jsvgw ,8 tekiw iegl-
Note: We recommend

you call and make an Isyv 6 sviknrep thsxs IHwW2 ,SVG hsiw rsx eggitx thsxs IHw jysq Vixen Fywrriwwl
appointment before w0 wygl ew Gswxgsl Weqiw Gpy 0 ixg?-2

visiting, to ensure an .

RA is available when Gsqtpixih erh Wikrih Tvssj sj Svkeri~exisrep EjApexisr pixxiv ij rsx ywirk e

you arrive. gsqter} fehki-2 E weqtpi pixxiv ge} Fi hs{rpsehih ex Ixt3Begiwlsvglgsgs

trwxvygxisrw2lxqp yrhiv Kirivep lirwxvygxs rw?

Rsxev} Tyfmg 1 EjxivxIi Rsxev} {nxriwwiw }syv wkrexyvil }sy {m riih xs genxli
jsps{irk xs er SVG VB>

Wikrih erh rsxevi~ih GivaAgexi Viuyiwx Jsvqw jsv iegl givsAgexi viuyiwxih
,8 tekiw iegl-

Gstriw ,jysrx erh fego- sj }syv 6 tlsxs IHW2 ,SVG hsiw rsx eggitx thsxs IHw
jvsq Vixen Fywriwwiw) wygl ew Gswxgs) Weqiw GpyF0 ixg2-2

Gsquixih erh Wikrih Tvssj sj Svkeri~eusrey) EjAmexisr pixxiv ij rsx ywirk e
gsqter} fehki-2 E weqtyi pixxiv ge} Fi hs{rpsehih ex hxt?33egiwlsvglgsq3
mrwxvygasrwlxqp yrhiv Kirivep lirwxvygusrw?

Stivexsrep Viwievgl Gsrwypxeriwl lirg2 1 EGIW
55694 [etpiw Qm Vh?

Wsyxl Xs{iv Wyixi 654

Jewvje|0 ZE 66474

Exirnsr EGIW VE

SVG Vikmxvexisr Eyxlsvix} \VE- 1 sy ge} ews tviwirx }syv giveAgexi Viuyiwx
Jsvaw ir tiwsr xs er SVG VE2 X1i VE [mp ziwij} }syvihirm} erh {xriww }syv wikrl
irk sjxIi jsvgw2 X1i VE {mpoiit xli swkirep tetiv{svo erh tlsxsgstniw ,jysrx
erh fego- sj }syv 6 tlsxs IHw jsv tvsgiwwrk erh wigyvi evglizirk? Jsy ge} tviwirx
xs er SVG VE exxli jsps{irk SVG psgexisrw>

55694 [etpiw Qm Vseh 5:69 Twirgi Wxvi ix
Wsyxl Xs{iv Wyixi 654 Wyixi 794

Jewje|0 ZE 66474 Epi Jerhviel ZE 66758
,;47-68:1<9:< ,;47-97919756

We recommend you call and make an appointment before visiting, to ensure an RA is
available when you arrive.

XIi irjsvgexsr werwgmxih ir xkw hsgyqirow jsvxli i [grywzi ywi sjxbi tiwsr sv inogd xs {higl xw ehhviwwih erh ge} gsrxer pikey} tvizrikih svgsrAhirve)risvgexsr? lj }sy evi rsxxliirxirhih vigiirx
sj xlw hsgyqirx }sy evi tuslifixih jysq viehirk0 tvirark0 hytugexark0d hwwi girexirk sv sxlivgmwi ywirk sv egxirk ir vipergi ytsr xbw irjsvgexisr? Ij }sy lezi viginzih xlw rrjsvgexsr ir iwsw triewi rsxij} xli
wirhivex Stivexsre) Viwievgl Gsrwyxerw Irg2 iqqihrexig hipixi xlw irjsvgexsr jusq }syv gsqtyxiv erh hiwws} ep gstiiw sj xli irjsvgexsr:
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Access Certifjicatiss o Fle ' Services

Identity verification cont'd

Psgep Vikmwxvexisr Eyxlsvixniw ,PVE- 1 Wsqi gsqterniw ywi PVEw xlvsykl evl

verkiginw {mxl SVG? sy {m tvsfefy} lezi Fiir xsphij }syvgsqter} lew sri

sv gsvi SVG eyxlsvui~ih PVEW 1j }sy {erxxs ziwj} xlex }syv gsqter} lew xveirih

PVEW tpiewi gsrxegx xIi SVG Lipthiwo ex 51<441<5:1998< sv ;47168:1<97:21j }syv
Note: We recommend gsqter} lewer EGIW PVE xlex ettvsziw }syv jsvaw) xbir xli} {m oi it xli svkire
); gg;i’;i’;i{g‘i’;;:” tetiv{svo erh tlsxsgstiiw ,jvsrx erh fego- sj }syv 6 tlsxs IHw jsv tvsgiwwirk erh

wigyvi evglizirkl erh wirh e wkrih ilgemxs xki EGIW VE {ix1 }syv tivarirx hexe

visiting, to ensure an . - -
e jsv ettvszep erh mwyergi f} xI1 SVG Iwwynrk Eyxlsw} JE-2

you arrive.

Xl rjsvgexsr wervquxih ir xbw hsgyqirom jsvxli i [gnwzi ywi sjxli tiwsr sy ireg xs {hgl xw ehhviwwih erh qe} gsreer jikep} tvzeikih sv gsrahirvenrjsvgensr2lj }sy evi rsxxlirxirhih vigroirx
sj xlw hsgyqirx }sy evi tuslifixih jysq viehirk0 tvirark0 hytugexark0d hwwi girexirk sv sxlivgmwi ywirk sv egxirk ir vipergi ytsr xbw irjsvgexisr? Ij }sy lezi viginzih xlw rrjsvgexsr ir iwsw triewi rsxij} xli
wirhivex Stivexsre) Viwievgl Gsrwyxerw Irg2 iqqihrexig hipixi xlw irjsvgexsr jusq }syv gsqtyxiv erh hiwws} ep gstiiw sj xli irjsvgexsr:
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Access Certifjicati s - FEZE ' Services

certificate |ssuance, Acceptance

and aAcknowledgement

Iwwyergi 1 Ytsr wyggiwwjyp gsqtyixisr sj x1i thirsAgeusr erh eyxlirxgexsr tvsl
giw sy {mviginzi er ilgen jusq xli SVG EGIW IE rswijhirk }sy xlex }syv givxAl

The request generation gexi lew Fiir mwyih erh tvszihirk }sy {ixl e YVP Llivi }sy {m Fi efpi xs tigolyt
must be performed }syv givAgexi?

using your servers

built-in functionality. In- Eggitxergi 1 Vijivxs }syv zi (hsvlwyttpmih hsgyqirxexsr jsvirmvygasrw sr 1s{
structions are provided Xs ngtsw }syv gsqtsrirx giviaAgexi?

for IIS webservers at
http.//aces.orc.com/
instructions.html. If you

Egors{pihkiqirx1]sy qyws tvirx e gst} sj x1i iqgenp rsxAgexsri wikr ix) erh gem
xIi wkrih hsgyqirxxs er SVG VE ex sri sjxIi jsps{irk SVG jsgexsrw

have a different type of 55694 [etpiw Qmp Vseh 5:69 Tvirgi Wxvi ix
server please refer' to Wsyxl Xs{iw Wyxi 654 Wymi 794

your vendor supplied Jenje|0 ZE 66474 Epi |erhwiel ZE 66758
documentation. iPlanet 147-68:1<9:< ,:47-97919756

webserver instructions

coming soon. ) ) o ) ) )
Important Note: If you do not provide this verification notice, or if you are found to have acted in a manner

Note: When you apply counter to these obligations, the Certificate shall be revoked, and you will forfeit all claims against the ORC

for your certificates, ACES CA infrastructure in the event of a dispute arising from failure to fulfill the obligations above.

you must make the
request from the same

computer that you will - - - . . -
T e SVG wykkiwxw xlex }sy 1] tswx er stivexsrep gst} sj }syv givaAgexi xs e hwg

the certificate once it sv_GH ewe tvigeyxm_sr ekernrwx Iev_h hvizi j(?mpyviwo Sy I:iX{SVO glerkiWZ_Tpiewi
% ) Ti wyvi xlex }:_sy evi ir gsqtpergi Ll xIi wyfwgwFiv stmkexsrw L1ir wxswirk
}syv giviiAgexi?

XIi irjsvgexsr werwgmxih ir xkw hsgyqirow jsvxli i [grywzi ywi sjxbi tiwsr sv inog xs gl xw ehhviwwih erh ge} gsrxeir pikey} tvizrikih svgsrAhirve) risvgexsr? lj }sy evi rsxxliirxirhih vigiirx
sj xlw hsgyqirx }sy evi tuslifixih jysq viehirkd tvirark0 hytugexrk0d hwwi girexirk sv sxlivgmi ywirk sv egxirk ir vipergi ytsr xbw irjsvgexisr? Ij }sy lezi viginzih xlw rrjsvgexsr ir iwsw triewi rsxij} xli
wirhivex Stivexsre) Viwievgl Gsrwyxerw Irg2 iqqihrexig} hipixi xlw irjsvgexsr jusq }syv gsqtyxiv erh hiwws} ey gstiiw sj xli irjsvgexsr:
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Access Certifjicaltifs. rdstalabat=rro Nfilc Services

ORC User Help

Gsrxegx xI1 Lipt Hiwo ex 51<441<5:1998< sv ;47168:1<96:0 ;>74 EQ xs ;>74 TQ
lewxivr Wxerhevh Xigi sv ilqgen tonl iptDsvglgsq?

Ehhmisrep Irwvygxsrw wygl ew i | tswark }sy giveAgexi-0 ew Lipewd xIi pexiwx SW
Our Help Desk is on- Aliw0 evi ezenefpi ex hub3Begiwlsvglgsql yrhiv lrwvygas rw
line 24 x 7 or you can
speak to an ORC Ser-
vice Representative
from 7:30 am to 7:30
pm (Eastern Time).

XIi irjsvgexsr werwgmxih ir xkw hsgyqirow jsvxli i [grywzi ywi sjxbi tiwsr sv inogd xs {higl xw ehhviwwih erh ge} gsrxer pikey} tvizrikih svgsrAhirve)risvgexsr? lj }sy evi rsxxliirxirhih vigiirx
sj xlw hsgyqirx }sy evi tuslifixih jysq viehirk0 tvirark0 hytugexark0d hwwi girexirk sv sxlivgmwi ywirk sv egxirk ir vipergi ytsr xbw irjsvgexisr? Ij }sy lezi viginzih xlw rrjsvgexsr ir iwsw triewi rsxij} xli
wirhivex Stivexsre) Viwievgl Gsrwyxerw Irg2 iqqihrexig hipixi xlw irjsvgexsr jusq }syv gsqtyxiv erh hiwws} ep gstiiw sj xli irjsvgexsr:



